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Executive Summary

Zero trust network access (ZTNA) proved to be an important technology initiative during the pandemic, allowing
organizations to empower remote workers by offering solutions that provided improvements in security, manageability,
and scalability as opposed to using their existing virtual private networks alone. The transition to remote and hybrid work
has had an ongoing and profound impact—not only on where we work, but also on how work gets done. Now, work is no
longer a place we go, but more of an activity we perform. As businesses have adjusted to this new model of hybrid work,
with users and applications being anywhere and everywhere, the teams responsible for IT, networking, and security are
facing new challenges in the form of a massively increased attack surface due to direct-to-app connectivity.

Organizations have deployed ZTNA solutions as a way to try and get a handle on this trend by modernizing infrastructure
to deliver needed networking and security capabilities in a cloud-delivered services edge—thus facilitating direct-to-app
connectivity as close to the user and app as possible. However, first-generation/ZTNA 1.0 solutions fall short in many ways
on delivering on the promise of true zero trust. In fact, they grant more access than is desired. What’s more, once access is
granted in ZTNA 1.0 solutions, the connection is implicitly trusted forever, allowing a handy exploit route for sophisticated
threats and/or malicious actions and behavior.

Itis time to embrace a new approach to ZTNA, one that has been designed from the ground up to meet the specific
challenges of modern applications, threats, and a hybrid workforce. This white paper discusses why it is time for a new
approach to ZTNA and describes the critical new capabilities
that are required (such as truly applying the principles of least-

privilege access and enabling continuous verification of trust), f h d h
based on user activity, behavior, and enterprise-wide rom the ground up to meet the

context—as well as security inspection to be able to effectively specific Cha“enges of modern

protect all applications and all data, everywhere. We explore applications, threats, and a hybrid
the new approach to ZTNA that is now available in cloud- workforce.

delivered Prisma Access solutions from Palo Alto Networks.

We also provide guidance on how decision makers can best leverage ZTNA 2.0 technology to reduce risk in the modern
workplace.

It is time to embrace a new approach
to ZTNA, one that has been designed

Access Challenges of the New Workplace

The pandemic has proven that remote and hybrid work are not only feasible, but desired, for a large percentage of the
workforce. What began as a response to a crisis has turned into an opportunity for organizations to be more efficient,
productive, and responsive to the needs of their workers. However, the scale, scope, and speed of the transition to remote
and hybrid work has also been a major challenge to IT, security, and networking teams. According to ESG research, 59% of
decision makers said that cybersecurity has become more difficult over the last two years.!

Respondents reported that the primary driver for additional cybersecurity difficulty was the increase in the number of
remote workers accessing the corporate network and/or applications. Compounding the challenge of remote access,
decision makers cited issues related to the changing threat landscape, the increase in the number of cloud applications
used by their organizations, and the need to connect third-party users to corporate resources (see Figure 1).?

! Source: ESG Survey Results, The State of Zero Trust Security Strategies, May 2021.
2|bid.
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Figure 1. Reasons Making Cybersecurity More Difficult

In your opinion, which of the following factors have been most responsible for making
cybersecurity management and operations more difficult? (Percent of respondents,
N=249, three responses accepted)

An increase in the number of remote workers accessing the
. 41%
corporate network and/or applications

Anincrease in the threat landscape 38%

An increase in the number of loT devices with access to the

0,
network SR

Anincrease in the number of cloud applications our

o 32%
organlzatlon uses

An increase in the number of mobile devices accessing the

0,
corporate network and/or applications i)

An increase in the number of third-party users who require 27%
access to our corporate applications -
Difficulty responding to security incidents and/or breaches 23%

My organization lacks the right level of cybersecurity

0,
knowledge, skills, or personnel RUSY

Difficulty in remaining compliant efficiently 18%

Ineffective or inefficient security tools 17%

Source: ESG, a division of TechTarget, Inc.

The dynamics that catalyzed the shift to remote work may have changed, but the impact will be long-lasting. What began
as a stopgap solution to a crisis has evolved into a new way of hybrid work that is now expected and, in many cases,
demanded by employees. The idea of going back to the way things were before the pandemic is no longer realistic or
viable. Research by ESG shows that more than 60% of employees today are working in a hybrid or fully remote
environment. Tellingly, that percentage is only expected to change marginally over the next two years (see Figure 2).?

3 Source: ESG Complete Survey Results, 2021 SASE Trends: Plans Coalesce But Convergence Will Be Phased, December 2021.
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To the best of your knowledge, what is the current breakdown of how your employees
work and what do you expect that percentage to be in 24 months, under the assumption
that all COVID-related work-from-home government mandates are lifted? (Mean, N=613)

100%
80%
60%
0 Percentage of all Percentage of all
employees who work employees who work
a0t in hybrid manner, in hybrid manner,
° 30% 32%
Percentage of all Percentage of all
20% employees who are employees who are

fully remote users, fully remote users,
33% 30%

0%
Today 24 months from now

Source: ESG, a division of TechTarget, Inc.

This new world of work has created challenges in consistently securing remote workers and providing access to the
corporate network and business-critical applications. These challenges include a much larger attack surface and a shift
from backhauling traffic to a data center via the corporate network to a model more driven by direct-to-app connectivity
and edge computing.

At the same time, threat actors are increasingly sophisticated, with access to more funding and, in some cases, protections
from state sponsors. To make matters even more challenging, attackers are focusing on exploiting gaps exposed by remote
and hybrid workers and the inherent weaknesses in existing networking and security solutions. A new approach is needed,
and itis needed now.

The Adoption of Zero Trust and ZTNA

Given the challenges in the market, itis clear that zero trust and ZTNA are essential elements of any approach to
networking and security in the hybrid work world. Zero trust, when properly implemented, reduces threats of security
breaches, simplifies policy management and enforcement, and creates additional assurances of protection for users,
applications, and data. However, while the term “zero trust” has been around since 2010, actual deployments are still
taking time to catch on. According to an ESG research survey, 54% of respondents stated that their organization’s zero trust
initiative has been in place for less than two years.*

There are a variety of reasons why organizations are looking to implement zero trust strategies, including broad IT goals
such as supporting digital transformation and accelerating cloud adoption. Two of the most common reasons are to
support cybersecurity modernization and to enable secure remote access for employees and third parties (see Figure 3).°

4 Source: ESG Survey Results, The State of Zero Trust Security Strategies, May 2021.
®|bid.
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Figure 3. Zero Trust Drivers

Which of the following would you consider to be the top business drivers behind your
organization’s adoption or consideration of a zero-trust strategy? (Percent of
respondents, N=421, three responses accepted)

Modernizing cybersecurity program

Reducing the number of security incidents

Enabling secure remote access for employees and/or third
parties

Supporting digital transformation

Accelerating cloud adoption

Simplifying compliance

Preventing data exfiltration

Reducing/optimizing costs

51%

43%

41%

35%

34%

31%

30%

29%

Source: ESG, a division of TechTarget, Inc.

The rapid expansion of remote work during the pandemic has been another catalyst for the heightened interest and
expectations for zero trust. As organizations scaled remote workers quickly in response to the pandemic, many of the
performance and operational drawbacks of VPNs for remote access became glaringly apparent. The drawbacks include a
lack of scalability, a reliance on hardware-based technology, a need to backhaul traffic, and far too much access being

granted.

These gaps created a groundswell of momentum, not just around zero trust as a framework, but specifically around zero
trust network access as a viable and less risky alternative to VPNs. ESG research has found that 69% of organizations are
using ZTNA and have moved away from VPN or are planning to move away from VPN.® ZTNA provides distinct advantages

over VPNs, including that:

Users can only see the applications and services they are explicitly allowed to access.

Applications are hidden from the public internet.

In most cases, ZTNA solutions are delivered via the cloud.

6 Source: ESG Complete Survey Results, 2021 SASE Trends: Plans Coalesce But Convergence Will Be Phased, December 2021.
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However, while existing ZTNA 1.0 solutions have been a necessary step forward from existing VPN appliances, the
continued growth of remote and hybrid work and hybrid cloud, as well as the explosion of modern applications, is
exposing gaps in the technology that need to be remedied.

Why a New Approach to ZTNA Is Necessary

Where do existing ZTNA 1.0 solutions fall short? The primary issues have to do with access controls, least-privilege access,
lack of visibility, and an “allow and ignore” model that trusts but rarely verifies. This means that the full principles of zero
trust are not being followed or enforced. Some of the specific weaknesses of ZTNA 1.0 approaches include:

1. Least-privilege: ZTNA 1.0 solutions are built to control access with coarse-grained access controls. This violates
the principle of least privilege by treating applications as a network construct at layer 3-4 (IP and port). This affords
users more access than is necessary. It also misses additional context around applications that can be helpfulin
verifying users or devices, including which applications are being used, time of day, location, and other factors.

2. “Allow and ignore”: Once access to an application is granted, that communication is implicitly trusted forever.
This assumes that the user and the app will always behave in a trustworthy manner. “Allow and ignore” is not a
strategy for today’s environment, nor for true zero trust, because breaches occur on allowed activity, which an
“allow and ignore” model can’t prevent.

No security inspections. Today’s solutions assume traffic is secure, with no inspection and no ability to detect or
prevent malware or lateral movement across connections once app access for a user is allowed. They grant access
but do not incorporate visibility or control of the traffic, exposing the enterprise to increased risk of a data breach.

w

4. Limited or even no data protection. Current solutions provide little to no visibility nor any control over sensitive
data. What’s more, organizations often rely on different solutions to secure sensitive data across private and Saa$
or Internet applications, creating disparate and siloed approaches that add to complexity and expose
organizations to the risk of data exfiltration from attackers or malicious insiders. Today’s enterprises need
consistent control of data across all applications, with a single DLP policy.

(@a]

Separate platforms for cloud and on-premises applications: ESG research shows that coverage for cloud and
on-premises environments is the most important attribute for organizations in terms of the technologies
supporting zero trust.” Many existing ZTNA solutions are designed for either on-premises applications or cloud
applications, but not both. A modern approach has to be all-inclusive and all-encompassing to reduce complexity
as well as risk.

Key Requirements for Supporting Enterprise-wide ZTNA

To meet the challenges of the new workplace, ZTNA solutions need to close these gaps. Otherwise, organizations will be
investing in solutions that don’t provide the level of security required in this era. In addition to concerns about increased
and unnecessary risks, decision makers need to use solutions that factor in user experience, performance, and simplified
manageability. Some of the key requirements for the next iteration of ZTNA, which take into account the challenges of
hybrid work, hybrid cloud, and modern applications, include:

"Source: ESG Survey Results, The State of Zero Trust Security Strategies, May 2021.
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Application centricity: Focused on Layer 7, not just network-level policies and access. This allows users to fully realize
the principle of least-privilege by operating at Layers 3-7, providing the most granular access control possible at both
app and sub-app levels. This limits the risk of users having more access than necessary.

Continuous assessment based on behavior: In a ZTNA 2.0 model, once access to an application is granted, trust is
continuously assessed based on a variety of factors, including user activity, behavior, and enterprise-wide context. If
suspicious activity is detected, or if data exfiltration is feared, access to an app can be revoked in real time.

Continuous security inspection. Once the connection is established, continuous and ongoing inspection of all traffic,
even for allowed connections, is required to prevent all threats, including zero-day threats. This is especially
important in scenarios where legitimate user credentials are stolen and used to launch attacks against applications or
infrastructure.

Protect all data. With a ZTNA 2.0 model, organizations now have comprehensive and consistent visibility and control
over sensitive data across all applications from a single management console and with a single policy. What’s more,
this new model allows enterprise DLP to be applied to all data, whether it is stored in on-prem legacy applications,
public cloud applications, or Saas.

Comprehensive application coverage: All applications (public, private/on-premises, and cloud); all data access
models (remote and hybrid); ultimately helps support a true zero trust architecture model, rather than remote-access
specific. In addition, ZTNA 2.0 solutions should ensure that traffic is secure by performing deep and ongoing security
inspections. This helps prevent all threats using machine learning, including the inline prevention of zero-day threats.

In addition to these five capabilities that address the weaknesses of existing ZTNA 1.0 solutions, decision makers should
weigh additional criteria in choosing a solution that not only addresses today’s challenges, but also meets future needs for
reducing risk and supporting growth in the hybrid workplace. Specifically, when ZTNA is incorporated as part of a broader
SASE platform, organizations can benefit from simplified, consistent management, which promotes operational efficiency
and ensures consistent enforcement of policies and access rules for all applications and users across the environment.
Further, this must be accomplished without impacting the user experience. As hybrid models take hold, the way users
access the applications they use to do their jobs should not deviate widely based on where they happen to be located.

Palo Alto Networks’ Prisma Access: Cloud-Delivered ZTNA 2.0

Palo Alto Networks has recently made enhancements to its Prisma Access solution to meet the remote access/zero trust
needs of the hybrid work world. The solution is cloud-delivered and offers a true zero trust network access 2.0 experience.
Key features and capabilities include:

Built to secure all users and applications, with fine-grained user-app and access controls. Prisma Access allows
organizations to fully realize least-privilege access from Layers 3 through 7, with controls at the app, sub-app, app
function, and app activity levels. This applies to any user, any app, any location.

Continuous trust verification based on behavior. If there is suspicious behavior or suspected data exfiltration,
access to an app can be revoked in real time, minimizing risk and potential damage. This eliminates the “allow and
ignore” approach of ZTNA 1.0 by assuring that trust is continuously assessed and verified.

Ensures traffic is secure with deep and ongoing security inspection. Prisma Access provides single-pass traffic
processing to inspect for all types of threats to deliver high performance and low latency. Machine learning

© 2022 TechTarget, Inc. All Rights Reserved.
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capabilities help to stop threats inline, without the use of signatures. As part of a broader platform, Prisma Access
incorporates threat prevention, malware analysis, advanced URL filtering, DNS security, and other features.

Secures all the applications, all of the time, across all access models. Prisma Access ZTNA 2.0 supports all users
and applications used across the enterprise, including on-premises, public cloud, Saas, legacy, and modern/cloud-
native applications. Users can connect to Prisma Access ZTNA 2.0 with or without agents and be secured in the same
consistent way.

Secures data everywhere. Prisma Access secures both access and data everywhere with consistent control of data
across all applications used in the enterprise and a single policy for data loss prevention. Prisma Access is builtin the
cloud to secure at cloud scale, leveraging the elastic scale and availability capabilities of leading hyperscale public
clouds.

Unified management and consistent user experience. Prisma Access is a unified platform that simplifies
management and deployment for network and security teams while giving users a high-performance, consistent, and
resilient experience across all applications, devices, and locations. The architectural model of Prisma Access supports
five-nines uptime, 10ms security processing, and a performance SLA for software-as-a-service applications. Prisma
Access also provides native Autonomous Digital Experience Management (ADEM) that provides proactive
identification of problems with the ability to isolate and resolve issues before users even know about them.

The Bigger Truth

Organizations are under enormous pressure to empower remote and hybrid workers. Applications and users are
everywhere, necessitating an architectural shift to direct-to-app connectivity, rather than backhauling all traffic to data
centers. This transformation has a profound impact on how to secure the enterprise, particularly in an environment where
cyber-threats are becoming more sophisticated and targeted at remote users.

While zero trust network access solutions have helped organizations temporarily adjust to the new world of work spurred
by the pandemic, the continued growth and expansion of remote access and hybrid work has revealed gaps in the
technology. These gaps must be addressed for organizations to feel confident in delivering the kind of flexible, productive,
and secure hybrid work experience that employees are demanding.

As a long-time innovator in network security, endpoint security, zero trust, and remote access, Palo Alto Networks has
identified the weaknesses in zero trust network access 1.0 solutions and has eliminated those gaps with the superior
security of ZTNA 2.0 delivered in Prisma Access. This is the first ZTNA solution that offers true zero trust capabilities,
including least-privilege access, continuous trust verification based on behavior, deep and ongoing security inspection,
and consistent control of data across all applications. Prisma Access offers the additional advantages of a unified platform
and management model to help ensure consistent high performance and user experience.
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